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Antitrust Policy

 All WECC meetings are conducted in accordance with the WECC 
Antitrust Policy and the NERC Antitrust Compliance Guidelines 

 All participants must comply with the policy and guidelines

 This meeting is public—confidential or proprietary information 
should not be discussed in open session 
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Antitrust Policy

 This webinar is being recorded and will be posted publicly 

 By participating, you give your consent for your name, voice, 
image, and likeness to be included in that recording 

 WECC strives to ensure the information presented today is 
accurate and reflects the views of WECC

 However, all interpretations and positions are subject to change 

 If you have any questions, please contact WECC’s legal counsel 
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Participating
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Send questions via chat to WECC Meetings
Use the “raise hand” feature
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Agenda

 Self-Certifications Reminder

• Angela Shapiro, Manager, Oversight Analysis & Administration

 Standards Update

• Steve Rueckert, Director of Standards

 Section 800 Reminder

• Mark Rogers, Sr. Technical Advisor, Registration & Certification

 CORES Training

• Angela Shapiro, Manager, Oversight Analysis & Administration
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2024 Annual Self-Certification

 Annual Self-Certification—Posted on December 15, 2023
• Monitoring period January 1, 2023–December 31, 2023

• Response due March 1, 2024
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Resources

 WECC Align page: www.wecc.org/Align

 NERC training site: training.nerc.net

 Technical support: support.nerc.net
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Items Covered

 Current WECC activities

 Current NERC activities
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Current WECC Projects

 WECC-0142 Retire BAL-002-WECC
• In abeyance

 WECC-0153 Interchange Consolidation Criterion
• Consolidation of 11 WECC INT Criteria into a single document

• Drafting underway

• Comment period open through January 8, 2024

 WECC-0154 VAR-001-5, Five-Year Review
• Drafting team nominations open
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WECC Approval Items

 WECC-0147 BAL-004-WECC-3 ATEC
• Five-year review

• Minor, nonsubstantive revisions

• WECC BOD approval in March 2024, followed by submission to NERC

 WECC-0150 PRC-001-WECC-CRT-3, Governor Droop 
• Five-year review

• Clarifications to Facilities, Background, and Overview section to address IBR

• WECC BOD approval in March 2024
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WECC Filings

 WECC-0148 VAR-501-WECC-4, Power System Stabilizers 
• Five-year review

• No substantive changes

• NERC filed a NERC/WECC informational filing with FERC

 WECC-0115 BAL-002-WECC-3, Compliance Filing 
• FERC required two years’ worth of Contingency Reserve information from 

WECC

• Data collected, analyzed, and provided to NERC

• NERC filed a NERC/WECC compliance filing with FERC
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NERC Activities

 NERC has roughly 24 active or new projects
 NERC recently prioritized all its projects as high, medium, or low 

priority
• Projects with FERC-mandated completion dates or NERC BOT directed dates are 

prioritized as high

 Low and medium projects may not be posted for comment or ballot 
until at least mid-2024

 See prioritization on the NERC Standards Under Development page at
https://www.nerc.com/pa/Stand/Pages/Standards-Under-
Development.aspx
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https://www.nerc.com/pa/Stand/Pages/Standards-Under-Development.aspx
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Recent NERC Standards Committee Actions

 NERC Standards Committee (SC) met December 13, 2023
• Accepted two new Standard Authorization Requests (SAR)

• Transmission Planning Energy Scenarios

• Risk Management for Third-Party Cloud Services

• Will post the SARs for a 30-day formal comment period and solicit drafting 
team members

• WECC includes these announcements in the WECC Weekly newsletter

• Please consider self-nomination if qualified
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NERC SC Actions (cont.)

 NERC SC approved a slate of new drafting team members for 
Modifications to FAC-001 and FAC-002
• Accepted all nominees

• Representation from all six Regions

 NERC SC approved three additional drafting team members for 
CIP-002 (Project 2021-03)
• Project 2021-03 has five assigned SARs

• The drafting team identified the need for additional SMEs
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NERC SC Approves Five Waivers

 The NERC SC was asked to approve five waivers of provisions of the 
Standard Process Manual
• All five projects have FERC-mandated deadlines

• NERC BOT and staff believe the waivers are necessary to meet the deadlines

• Largest waiver request was to reduce the additional formal comment and ballot 
window from 45 days to as little as 10 days, with the ballot conducted during the 
last five days for the Extreme Cold Weather EOP-012

• Considerable discussion on the first waiver request

• All five waiver requests passed unanimously

• Ample notice will be provided when these items are posted
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Section 800 Reliability Assessment

 Operational Risks

 Purpose

 Data Collection

 Schedule
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Operational Risks

 What are the risks?
• When remote access to BPS Elements is used in an authorized manner, 

operators and maintenance personnel can address routine or urgent 
situations at one or more locations. 

• There may be additional unforeseen risks to grid reliability if remote access 
that originates in one geographical location crosses borders and manages 
systems or assets in areas with different governments.

• These conditions have been described in anecdotal reports of the grid 
being controlled from locations outside the United States.
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Purpose

 The Why
• This reliability assessment is being conducted to evaluate the extent to which Elements that 

support the reliability of the United States’ Bulk Power System (BPS) are managed or 
controlled from a remote location, especially when that location is outside the United States

• Access to an organizational information system by a user (or an information system) 
communicating through an external, non-organization-controlled network (e.g., the internet)
o https://csrc.nist.gov/glossary/term/remote_access 

• The data collected in this way will be used to determine the extent to which these conditions 
exist and to evaluate what, if any, follow-up activity is required. See NERC’s Rules of 
Procedure, Section 800, for more information about reliability assessments
o https://www.nerc.com/AboutNERC/RulesOfProcedure/NERC%20ROP%20effective%2020220825_no%20ap

pendicies.pdf
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https://csrc.nist.gov/glossary/term/remote_access
https://www.nerc.com/AboutNERC/RulesOfProcedure/NERC%20ROP%20effective%2020220825_no%20appendicies.pdf
https://www.nerc.com/AboutNERC/RulesOfProcedure/NERC%20ROP%20effective%2020220825_no%20appendicies.pdf
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Data Collection

 The How
• Data is being collected through a web-based tool at the ERO portal

o Registered Entities are asked to provide relevant information about these conditions wherever they 
exist: 

 An employee or authorized agent of the Registered Entity who has remote access and authority to provide 
operational control of BPS transmission and generation Elements

 An external organization (i.e., “third party”), irrespective of location, with remote access to those Elements 
for operational control

 Third parties with authorized remote access to provide other services (e.g., diagnostics, maintenance, security 
monitoring)

 Any organization (Registered Entity, Registered Entity affiliate, or third party) outside the United States that 
can monitor or control BPS transmission or generation Elements within the U.S. 
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Data Collection

 Total Entities in the WECC Region
• 378 GO, GOP, TO, and TOP

 Total completed to date (submitted and file locked)
• 66

 Total in progress (not saved)
• 10

 Total in draft (saved but not submitted)
• 15
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Schedule

 The Schedule
• September 21: A high-level overview with the Reliability Security Technical 

Committee (RSTC) to discuss the request

• October 11: Presented to the Organization Registration and Certification 
Subcommittee

• November 6: Industry webinar

• November 7: "Go live" date for entities to begin completing questionnaires 

• January 12: Data collection closes
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CORES

 Centralized Organizational Registration ERO System

 Access CORES via ERO Portal
• Register for a NERC ERO Portal account

 Tool for submitting a new entity registration request and managing 
your entity's registration information
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https://eroportal.nerc.net/
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Entity Contact Info

 Align uses entity contact info from CORES

 For BC entities only—maintain contact information in webCDMS 
and CORES

 Up-to-date info critical to ensure entities receive notifications
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ERO Portal 
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Manage Entity Users

 To grant access rights to other users, select Add User.

 To review Entity User(s) access permissions, click on name under 
User column. 

 To remove access rights for a specific user, select Remove User. 
Note: The user will be removed instantly.
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User Permissions

 Align

 CORES

 GMD

 MIDAS

33



<Public>

CORES

34

 Submit registration changes
• Update Contacts

• Name change

• Add/Remove Function

• Coordinated Functional Registration (CFR) 

• Footprint change
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Updating Contacts
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 Contacts must have ERO Portal accounts associated with email 
address
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Name Change
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 Submit name changes from the Basic Information page

 Name changes are submitted to the Region(s) and NERC for 
acceptance
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Function Changes

 Add or remove functions from the Entity Scopes page

 Requests are submitted to the Region(s) and NERC for acceptance
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Footprint Change Request
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 Share description of footprint 
changes in the Comments and 
Attachments section

 Notify WECC by sending email 
to registration@wecc.org

mailto:registration@wecc.org
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Resources

 Questions: registration@wecc.org

 CORES End User Guide

 NERC training site: training.nerc.net

 Technical support: support.nerc.net
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mailto:registration@wecc.org
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/Centralized_Organization_Registration_ERO_System_(CORES)_End_User_Guide_March2021Update.pdf
https://training.nerc.net/
https://support.nerc.net/
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Follow and engage!
@weccreliability

https://www.linkedin.com/company/wecc.org/
https://www.linkedin.com/company/wecc.org/
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